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SCADA Hooked Up to Internet?



Computer Hooked Up to Internet?



Smartphone?



To provide our 

service, we need to 

be prepared for 

emergencies 



Threats from People



The New Threat from People—Cybersecurity 



What Can Hackers Do

•Mess with your treatment processes

• Steal utility data including financial data

• Steal customer data including financial data

• Lock you out of your files until you pay them



The biggest cybersecurity threat to my 

organization is...



It’s me!



of cyber breaches 

are due to human 

error

95%



Passwords Exercise!

What do you think is one of the 10 most 

popular passwords in the United States 

this year?
Write it on the paper in front of you



Top 10 Passwords

• 12345

• 123456

• 12345678

• 123456789

• 1234567890

• 111111

• qwerty

• qwerty123

• q1w2e3

• password



How Do Hackers Get Your Password?

• They guess it



≤6 characters

8 characters

11 characters

12 characters

18 characters

Time to Guess Your Password

Instantaneously

30 minutes

3,000 years

35 years

438,000,000,000,000 years



How Do Hackers Get Your Password?

• They guess it

•We give it to them



Phishing



Spot the Phishing Email Exercise!

• You have two printed emails in front of 

you.  One is legitimate.  One is not.

•With your neighbors, review each email 

and decide which is legit and which is 

phishing and WHY you think so

• Use everything at your disposal to check 

the emails, including your smartphone



























A few easy steps can greatly limit your 

cybersecurity risk



Passwords

• Change default passwords

•Make sure that your passwords are secure—long and 

complex

• Everyone has their own password

• Consider using a password management service that 

generates passwords that are virtually impossible to 

crack 



Requiring strong, unique passwords is 

the single most important step for 

cybersecurity



Access

• Limit system access to only those who absolutely 

need it for their jobs

• Limit system access from mobile devices especially to 

only those who absolutely need it for their jobs 



Access

• Disable access for former employees or former 

contractors/vendors/consultants IMMEDIATELY

• This was the issue in the Ellsworth County, KS 

incident





Require Multi-Factor Authentication

•When you log in, you have to enter your password 

and also confirm your identity a different way, such 

as entering a 6-digit number texted to your phone

• That way, even if someone gets your password, it is 

useless

•Most systems have this feature built in—you just have 

to turn it on



Limit Computer Use to Work Purposes

• Limit staff ability to check personal email or to 

access websites not related to work

• DO NOT CHECK YOUR EMAIL ON THE SCADA 

COMPUTER!



Ransomware: The Other Phishing Outcome



How to Respond to a 

Cyberattack



Disconnect Devices from the Internet

• Remove the connection between any device that may 

be impacted and the outside world

• Do NOT shut down computers or systems that may be 

infected—you may never get them back on again



Document Everything

•Make note of the issues you are seeing

• Any suspicious emails

• Timelines, etc.



Notifications

• Notify whoever handles IT for your utility, if you have 

anyone

• Notify utility and Tribal leadership

• Notify your information security vendor, if you have 

one



Law Enforcement

• Cyberattacks are crimes

• Notify Tribal law enforcement

• Notify the FBI



https://www.ic3.gov/ 

https://www.ic3.gov/


Resources on Cybersecurity 

for Water & Wastewater 

Utilities





https://www.cisa.gov/cyber-hygiene-services 

https://www.cisa.gov/cyber-hygiene-services


https://www.epa.gov/waterriskassessment/epa-
cybersecurity-best-practices-water-sector 

https://www.epa.gov/waterriskassessment/epa-cybersecurity-best-practices-water-sector
https://www.epa.gov/waterriskassessment/epa-cybersecurity-best-practices-water-sector


Incident Action Checklist

• EPA guide on how to prepare 

for, respond to, and recover 

from a cyberattack

• https://www.epa.gov/sites/d

efault/files/2017-

11/documents/171013-

incidentactionchecklist-

cybersecurity_form_508c.pdf 

https://www.epa.gov/sites/default/files/2017-11/documents/171013-incidentactionchecklist-cybersecurity_form_508c.pdf
https://www.epa.gov/sites/default/files/2017-11/documents/171013-incidentactionchecklist-cybersecurity_form_508c.pdf
https://www.epa.gov/sites/default/files/2017-11/documents/171013-incidentactionchecklist-cybersecurity_form_508c.pdf
https://www.epa.gov/sites/default/files/2017-11/documents/171013-incidentactionchecklist-cybersecurity_form_508c.pdf
https://www.epa.gov/sites/default/files/2017-11/documents/171013-incidentactionchecklist-cybersecurity_form_508c.pdf


https://www.waterisac.org/resources 

https://www.waterisac.org/resources


Free technical 
assistance from ITCA 
for Emergency 
Response Plans and 
Risk Resiliency 
Assessments



Thank You!

Glenn Barnes
Director

Water Finance Assistance

glenn@waterfinanceassistance.com

617-388-4404

mailto:glenn@waterfinanceassistance.com
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